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Phishing attacks discovery based on HTML layout similarity
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(1. Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China;

2. National Computer Network Emergency Response and Coordination Center, Beijing 100029, China)

Abstract: Based on the similarity of the layout structure between the phishing sites and real sites, an approach to discover
phishing sites was presented. First, the tag with link attribute as a feature was extracted, and then based on the feature, the
page tag sequence branch to identify website was extracted, followed by the page layout similarity-HTMLTagAntiPhish,
the alignment of page tag sequence tree into the alignment of page tag sequence branches was converted, this converted
two-dimention tree structure into one-dimention string structure, and finally through the substitution matrix of bioinfor-
matics BLOSUM62 coding, alignment score quickly to improve the phishing sites detection efficiency was computed. A
series of simulation experiments show that this approach is feasible and has higher precision and recall rates.
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13) pop;
14) else

15) if (curTag.flag =0 & tempTag.flag =1)
then

16) curlag.flag=1;

17) if (curTag.flag=1 & tempTag.flag=1)
then

18) path=print Stack(Stack);

19) print path to file(path, tag path file
name);,

20) pop;

21) else

22) Stack.push(tempTag);

23) end if

24)  endif

25) end if

26) end if

27) end if
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